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Information
Security Challenges

Security incident identification and remediation are daunting challenges for security teams. Manual
processes, multiple cross-team hand-offs, and the proliferation of security tools hinder a team’s
ability to quickly assess and remediate vulnerabilities and attacks. A recent CSO study revealed
that the average enterprise uses 75 security products.’ Security admins must manually sift through
hundreds or thousands of alerts each day, making it difficult or even impossible to determine which
events are the most important. Due to this flood of information, it now takes approximately 201

days for an enterprise to discover a breach.?

The biggest obstacles to achieving “incident response excellence” are
I security and IT tool integration and coordinating incident response, according
U to a study from the Enterprise Strategy Group.® Without automated and
integrated solutions, security teams are forced to communicate with IT via email, phone, and
complicated spreadsheets. Even if analysts can identify an imminent threat, they may not know

whom to contact on another team for remediation.
Relying on inefficient manual processes inevitably leads to a lowered security posture for the

organization and could result in an eventual breach or compromise. Choosing an effective security

operations solution is essential for combatting these ever-increasing security challenges.

" http://www.csoonline.com/article/3042601/security/defense-in-depth-stop-spending-start-consolidating.html

2 Ponemon Institute, 2016 Cost of a Data Breach Study
S http://www.servicenow.com/content/dam/servicenow/documents/analyst-research/analyst-status-quo-creates-security-risk.pdf
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The right security response platform will make remediation
efforts more efficient, streamline response processes, and
provide the ability to visualize the enterprise’s

security posture.

To accomplish these goals, it must be able to:

€< ¢ <€ <<«

Unfortunately, very few of today’s security
operations solutions can provide all of this

essential functionality.
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ServiceNow
Security Operations

r 1 ServiceNow Security Operations meets

P the requirements of the ideal security

incident and vulnerability response solution.

It extends the advanced workflow and systems management
capabilities of the core ServiceNow platform to give security
teams a single solution for managing and understanding

the security posture of all critical business services and

IT infrastructure. Security Operations helps organizations
streamline remediation, accelerate responsiveness, and
increase the overall accuracy of incident handling by

leveraging collaboration functionality built into the platform.

C =2 Security Operations uses the ServiceNow

| E—TTD Configuration Management Database
==

(CMDB) to map security incidents and
vulnerabilities to business services and IT infrastructure.

This mapping enables threat prioritization based on business
impact, ensuring that security teams are able to focus on
the most critical events first. In addition, a service level

view of all security incidents supports a more coordinated
response that minimizes change requests and downtime,

and effectively remediates all open threats.
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Security Operations
Use Cases

Let’s take a closer look at how the solution works in the following three use cases.

Use Case Example #1: Investigating a SIEM Alert

An enterprise has linked its Security Information and Event Management (SIEM) system to
ServiceNow Security Operations and has determined which alerts will be automatically imported
into the solution. (The set-up process in this example was easy because Security Operations

provides built-in integration with Splunk.)

- Alert —
< | = Alertoo10002 Vi o+ ©oo \Update | Delete

Number  Alert0010002 Severity | Critical :
Source Splunk-sn-na.splunk.com State | Closed :
Node | SAPAppSRVO1 Category | Default
Type Security Monitoring o ® Acknowledged |V
Resource vsftpd Maintenance
Configuration SAP AppSRV01 Updated 09:15:55 AM
item
Knowledge article | KB0010397 ol ®
Task SIR0010021 (o} ®

Description Splunk: Malicious code detected at runtime

Message key Splunk-sn-na.splunk.com_SAP AppSRV01_Security Monitoring_vsftpd

Additional {
information "correlation_id" : "3a70f789c0a8ce010091b0ea635b982a",
"executable" : "How to get a huge raise.pdf.exe",
"request_ip": "10.1.124",
"url": "http://www.splunk.com"

}

Figure 1: Investigating a SIEM Alert with ServiceNow Security Operations
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Splunk generates a malicious code alert in Security Operations, and the data from Splunk is

recorded for reference in the alert. Security Operations automatically creates a security incident

based on pre-defined rules and links it to any associated knowledge base (KB) articles. Security

Operations uses the ServiceNow CMDB information to match the affected hostname or IP to

configuration items in the environment. In this case, an SAP server was impacted.

Prioritize Incidents According to Business Criticality

[t turns out that this server runs a number of crucial business applications, so the server and

incident are prioritized according to built-in business criticality calculators. The security team can

easily see system dependencies, along with anything else impacting this item, including known

vulnerabilities and open incidents. And finally, automatic prioritization of incidents helps security

analysts focus on key issues first.

Business Servi Business Servi Business Servi Business Servi Business Servic N N N N Business Servi
A, S comoing | A, |ap Frananccos.. || A |sap panivamena... | 2 | SAP Savaand ot | 2, | SAs atorals Mana... || £ |BushessSenice v/ 2 DunossSenee v | & SAP Human Resour... |
[ aov [} [} [
SAP LoniBaz SAP LondBai0t |
® ¥
S¢
ot Wi @ s
— AIX Server ¥
SAP AppSRV01
XY
Database ¥
g ‘SAP ORA01
[
M: St Devic
Slrage Arca Namwor. |
av
Figure 2: The Business Service Map shows assets that depend on the affected server
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Align Workflows to Your Security Runbook

Security Operations uses pre-defined workflows to ensure that the security runbook is always
followed. Overall incident response processes follow National Institute of Standards and
Technology (NIST) best practices but can be customized to follow the organization’s security
runbook. Workflows can be customized for each type of incident or affected resource. In this
example, the workflow involves a potential breach of sensitive personal information, so legal,
human resources, and law enforcement contacts are included, ensuring that all required groups are

consulted and decisions documented.

Scan Endpoint for Malware

Begin =
Always
Always ' Assign to SOC Tier 2 Slart Parallel Processing
Always =
Always 2 g

Malware Found? E/l Create Task
reate lasl
Yes _ v
= Remove Malware
No
( ' Always Vj—j‘
Block Malicious URLs and (
Update Mail Server Protection
pd E/l Create Task
Always _ o
Determine if data loss or other
damage has occurred
Always = ‘]
3—) Join X= Set Values F End

End Parallel Processing Set State to Review [ End
Complete Always =
Incomplete _

Figure 3: Workflows show all actions of a task. Blue items are complete, and green shows the current step

Search for Indicators of Compromise

Next, the security analyst searches for any Indicators of Compromise (IoCs). Data from Splunk
showed a suspicious executable file, and the security analyst pastes the file name into the loC
search field. The system searches against threat intelligence feeds (Security Operations supports
both STIX and TAXII standards), and the results show that the file is related to TorrentLocker.
Clicking on this information tells the security analyst more about the threat: it is a type of
ransomware. The analyst now has the necessary information to remediate the threat—much faster

than using manual research and correlation methods.
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Security Operations
Use Cases

Use Case Example #2: Responding to an Employee-Submitted
Phishing Email

An employee forwards a suspicious email to phishing@example.com. A security incident is created,
the email attachment is automatically sent to a scanner for analysis, and the verdict is quickly
returned. If the verdict is “not malicious,” the incident closes. An automated message informs

the user and thanks him for submitting the incident, which encourages repeat participation. If,
however, the verdict is “malicious,” the incident is escalated and it automatically triggers tasks for

investigation and remediation, reducing the need for manual triage.

Subtasks are automatically created and assigned in the Security Incident Response application
and routed to the correct person or team. Pre-defined workflows guarantee that all steps follow the
established security runbook. In this case, the security incident workflow includes three subtasks:
scanning the user’s endpoint for malware; updating the email server protection; and updating the

firewall rules to block traffic to IP addresses the malware is known to communicate with.

Begin / Assign To SOC Tier 2 / ‘Scan Endpoint / Valware Found?
Aways Always [, Always = No & ~
Yes u—l
[ create Task
Remove Malware Analyze Scope
ways 27 Aways Uj
L
Potential Large Scope Breach?
0 &8
Yes &8
—§ Branch
Start Parallel Processing
Aways Dj
[ create Task [ create Task [M] create Task
Legal Response Human Resources Response Law Enforcement Response
Aways u—] Wi Uj R u—)
Join End
}’ X= Set values P
End Parallel Processing End
Set State to Review
Complete. [}
Incomplete &) Always &

Figure 4: Workflow tasks can run in parallel
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Know When Tasks Are Completed

The security analyst is then able to easily see when the subtasks are completed and compare them
to SLAs. Tasks can be escalated automatically if the SLA time period is nearly up or passed. All of
these processes are configurable by the administrator. When the process is complete, all tasks are
shown clearly as “resolved,” eliminating the need for manual follow-up with other team members

by phone or email.

Tasks (4) = Task SLAs (1) | Metrics (9) = Response Tasks (4)  Affected Resources = Affected Services = Associated Indicators (1) =~ Vulnerable Items = Associated Indicators (1)
Associated Observables (1) =~ Associated Attack modes/methods = Vulnerabilities on Affected Resource | Associated Observables (1) | Outages = Similar Security Incidents (3)

Events = Risks = Resources with similarloC (1) = Risks = Active Vulnerable Items

= Tasksm Goto | Number v 44 « 1 to4of4 b PP [

? Parent = SIR0010043

@ O\ = Number ¥ = Priority = State = Assigned to = Short description = Task type
@ SIT0010015 ® 1-Critical  Draft Determine if data loss or other damage has occurred ~ Security Incident Response Task
@ SIT0010014 ® 1-Critical  Closed Complete Davis Heideman Remove Malware Security Incident Response Task
@ SIT0010013 ® 1-Critical  Closed Complete Abel Tuter Scan Endpoint for Malware Security Incident Response Task
@ SIT0010012 ® 1-Critical  Closed Complete Brant Darnel Block URL and Update Mail Server Protection Security Incident Response Task

44 < 1 to4ofs P PP

Actions on selected rows... %

Figure 5: See all related subtasks, assignees, and statuses in one place

Create Post-Incident Reviews

Security Operations tracks all actions and approvals made within the incident. This allows a time-
stamped post-incident review to be created automatically with the option to gather additional detail
from participants via assessments. This information can then be used to create a knowledge base
article to assist with identifying and remediating any similar future incidents. Accurate post-incident

reviews are also valuable data for audits.
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Security Operations

Use Cases

Use Case Example #3: Addressing a High-Profile Vulnerability

A new vulnerability is in the news, and the company’s CISO needs to know if the organization is

affected. Vulnerability scan data is automatically imported into the Security Operations

Vulnerability Response application using APIs. The new vulnerability is determined to be extremely

risky (scoring a 10/10), with a complete loss of confidentiality, integrity, and availability if exploited.

Vulnerability
score

Access vector

Access complexity

Confidentiality
impact

Integrity impact

Availability
impact

Authentication

Common Vulnerability Scoring Sys...

Network

Low

Complete

Complete

Complete

-- None --

10

Figure 6: Common Vulnerability Scoring System data is automatically imported, eliminating the

need to go back and forth between Security Operations and vulnerability management
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servicenovw



All of the information about the vulnerability (e.g., what it is, how it’s exploited, and how to
remediate the threat) is automatically pulled into Security Operations, eliminating the need for

manual research. The solution’s configurable dashboards quickly show the organization’s overall

vulnerability exposure.

Vulnerabilities by CWE Exploitation Complexity over Attack Vector =~ Matching Vulnerabilites

1 6,037

‘ All v

Vulnerability Active
(o) All

True
j’rf‘ False

Medium 39 227
Vulnerability Business Criticality

s
.

v Al

y

Vulnerability State vs. Business Service Criticality Vulnerability Map

| 1-Critical

& /| 2-High
5 —
| 3-Non-critical
Tk
6k
5k
4k

3k

Vulnerable Item Count

2k

1k

0k

3 - Non-critical 2-High 1-Critical
Vulnerability is still present?

false I true

Figure 7: Role-based dashboards are customizable

Find Critical Vulnerabilities Quickly

Vulnerability scan data shows that hundreds of assets are vulnerable. All vulnerable item data is
correlated with the configuration management database (CMDB). Business criticality calculators
prioritize all vulnerable items based on business service impact, asset criticality, and vulnerability

risk score. Luckily, the majority of affected items are considered non-critical.
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Security Operations workflows automate several of the next steps. For business-critical vulnerable
items, requests to approve automatic patching are sent. (There is no need to search for who'’s

on call or manually decide which items count as “critical.”) Upon approval and completion of the
patch, a second scan is automatically run to verify the fix. Using prioritization, workflows, and

automation, the most critical items are addressed first.

If Asset is Business Critical Create Manual Change

Al =)
ey Yes (5] Request
No 8 Always B—
Approve Automatic Patch
Always = _
Rejected =
Approved =)
Run Script
[V, create Task Install Patch
Create Emergency Change Always a8 )
Request
Always &
I =
r X= Set Values FE End
Run Script Set State to Closed/Fixed ' &
Run Vulnerability Scan and Always (=]
Verify Fix
Always L]

Figure 8: This workflow uses scripts to install emergency patches

Coordinate with IT Using a Single Platform

Since the system seamlessly integrates IT and security, the security analyst is then able to
coordinate a plan with IT to address the remaining non-critical vulnerable items from within a single
platform. Security Operations can send change requests to [T, only sharing as much security detail
as deemed appropriate. (Separate roles can be created to identify who can view security data—
providing the ability to limit access as appropriate.) Security Operations workflows automatically
route the requests to the right people —eliminating the need to memorize the company’s
organizational structure. And finally, the CISO can view the Security Operations vulnerability
dashboard to see that all critical items have been patched. And since ServiceNow is cloud-based,

the CISO can access that information from anywhere in the world.
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Conclusion

ServiceNow Security Operations is the most innovative

security incident and vulnerability response solution.

.l

Security teams can respond faster and more efficiently by -4 ' & INTERNET ; 50 s

V= -

reducing the need for manual investigation, and responses
are prioritized based on what’s most important to the
business. Security Operations automates basic tasks and
ensures that the security runbook is followed. It tracks all
tasks to completion, even through multiple hand-offs. With
Security Operations, the security team can now report with
confidence, quickly see current exposure via dashboards,
conduct post-incident reviews using historical data, and

easily track SLAs.

For more information on ServiceNow

—_— Security Operations, or to request a demo,

visit www.servicenow.com/sec-ops.
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About ServiceNow

ServiceNow is changing the way people work. With a
service-orientation toward the activities, tasks and processes
that make up day-to-day work life, we help the modern
enterprise operate faster and be more scalable than ever
before. Customers use our service model to define, structure
and automate the flow of work, removing dependencies

on email and spreadsheets to transform the delivery and
management of services for the enterprise. ServiceNow
enables service management for every department in the
enterprise including IT, security, human resources, facilities,
field service and more. We deliver a ‘lights-out, light-speed’
experience through our enterprise cloud — built to manage

everything as a service.

To learn more, follow us on Twitter

/ or visit www.servicenow.com.

SN-WP-SecOpsResponse-082016
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